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SYMPTOM who complains? what fails?

HYPOTHESIS one sentence + a NUMBER (AND result / prefix / wildcard range)

TEST one command that proves it
FIX one command

VERIFY same test as 1 — plus show access-1lists counters for ACL faults

addressing ipconfig / ipconfig /all -> AND with mask -> show ip route (C lines, mg
IPv6 ipconfig (global vs link-local) -> show ipv6 interface brief

ACL show access-1lists (counters!) -> show ip interface <if> (Inbound / Outgd

J2"Y NIPNN NNOWN ITRD NINT :|IWNIN L|IN2X 919500 NWIYYW ,NINBWN WIYY

nNYANW 2IW'nN — NI2IND Nibpn .2 I

192.168.10.130 / 255.255.255.128 gateway 192.168.10.1
AND: .130 & .128 -> network .128 gateway .1 is in .0/25 -> NOT my network -> nd

R1 Go/0/1 10.0.12.1 /24 R2 Go/e/0 10.0.12.2 /30
C 10.0.12.0/24 vs C 10.0.12.0/30 -> link up/up, ping works, OSPF never forms (

PC-C 2001:db8:acad:2::10/64 R1 2001:db8:acad:1::1/64

prefix acad:2 != acad:1 -> ping6 link-local OK, ping6 gateway fails

50NN R'N NIYWNN . prefixes 'YW -NIDON 'MW - AND NKXNIN :D'MD0N nwIhY ,J']IL)DD Ulp)Y}



[11'>N1 DIIPN — ac. NIYPN .3 I

R1# show access-lists
Standard IP access list 10

10 deny 192.168.10.0, wildcard bits 0.0.0.255 (© matches) <- only one line: implid
Extended IP access list 101

10 deny tcp 192.168.20.0 0.0.0.15 any eq www (3 matches) <- 0.0.0.15 = .0-.15 o

20 permit ip any any (812 matches)

R1# show ip interface go/0/1
Outgoing access list is 101 <- OUT on the LAN side

Inbound access list is not set

wildcard = D"PYN matches .(|II"D/ ND'IWN NY) NPT XD NN'WIN = DIDNI NINNY deny 9V matches 0

20N permit = NNN MY .'D'Jﬂ
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,0I0N .20.5-2 PC .'NN'ONN NINNY D'wYIa D2WNNNN PN (192.168.20.0/24) NpYNnnnn' :n1ionN
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3) any eq www deny tcp 192.168.20.0 0.0.0.15 — show access-lists :NIIWKRI NP'T2 .2

.( matches
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256 IMN NI2IMD 16 P17 NodN — 0.0.0.255 DIPN2 wildcard ©.0.0.15 :NMYWN 4

deny tcp 192.168.20.0 0.0.0.255 10 — no 10 — ip access-list extended 101 :IP'N .5

.any eq www

NIV deny 9V NAINN — show access-lists .X |DTDT — .50 PC NIN'XR .6
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?1D0N DY MYWN .NIIY NI 0SPF 121V WM TYI ping , up/up WP .1
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?D'M20N "IW 21V HTTP , matches O DY deny .3
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-] ipconfig - (NIDONIC) D'2NI2 show ip route - AND - NINN 922 ipconfig :NI2IND [

.show ipv6 interface brief DN IPve
. ACL DY pPwNN 929 show ip interface - (D'INN DY IP'NVYN) show access-lists : ACL [J
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LDMI'AN DN — show access-1ists
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DD — show ip interface 3
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JANN show access-1lists 5
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